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google.com
IP: 142.250.193.14 « 0S: Unknown

Scanned: 2026-05-05 15:50:05 » Duration: 117.1s « 74 tools executed « LLM Advocates Security Assessment

. System Generated Security Assessment — E&OE. This is an automated non-destructive scan and
" does not constitute a formal penetration test. For a comprehensive security audit, consult with
LLM Advocates. Errors & Omissions Excepted.

81

out of 100

LOW RISK

74 0 0

TOOLS RUN OPEN PORTS CVES FOUND

7 F '

FINDINGS HEADERS GRADE HTTPS

3

PAGES FOUND

1 of 14 5/5/26, 9:24 PM


https://wa.me/918572022292?text=Hello%2C%20I%20need%20legal%20consultation%20regarding...
https://wa.me/918572022292?text=Hello%2C%20I%20need%20legal%20consultation%20regarding...
https://wa.me/918572022292?text=Hello%2C%20I%20need%20legal%20consultation%20regarding...

Vulnerability Assessment Scanner — LLM Advocates

20f 14

HIGH

HIGH

LOW

LOW

LOW

\¢

ol

v

v

L ALEY

https://llmadvocates.com/vuln-scanner

DNSSEC is not enabled — domain is vulnerable to DNS spoofing and cache poisoning

Category: DNS

Missing security header: HSTS (Strict-Transport-Security)
Category: Headers

SPF record uses soft fail (~all) instead of hard fail (-all)
Category: Email

Missing security header: Content-Security-Policy (CSP)
Category: Headers

Missing security header: X-Content-Type-Options
Category: Headers

Missing security header: Referrer-Policy
Category: Headers

Missing security header: Permissions-Policy
Category: Headers

No port scan data available.

’ SSL/TLS Analysis

HTTPS Available
Certificate Valid
Certificate Issuer

Not Self-Signed

U Security Headers (Grade: F — 2/7 present)

Expires: Jul 1 05:17:20 2026 GMT

WR2
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X HSTS (Strict-Transport-Security)
X  Content-Security-Policy (CSP)

v/ X-Frame-Options

X X-Content-Type-Options

v/ X-XSS-Protection

X Referrer-Policy

X Permissions-Policy

Sensitive Endpoint Probe

<, Shodan InternetDB

https://llmadvocates.com/vuln-scanner

Missing

Missing

SAMEORIGIN

Missing

Missing

Missing

{"cpes":["cpe:/a:google:web_server"], "hostnames":["tzdelb-bg-in-f14.1e100.net"],"1i

p":"142.250.193.14","ports":[80],"tags":[],"vulns":[1}

? IP Geolocation (ipinfo.io)

{
"ip": "142.250.193.14",
"hostname": "tzdelb-bg-in-f14.1el100.net",
"city": "Delhi",
"region": "Delhi",
"country": "IN",
"loc": "28.6519,77.2315",
"org": "AS15169 Google LLC",
"postal": "110001",
"timezone": "Asia/Kolkata",
"readme": "https://ipinfo.io/missingauth"
}
.
€ IPAPI (Geo + ISP)
L ALY

. ‘status":"success","continent":"North America","country":"United States","regi
ame":"California","city":"Mountain View","zip":"94043","lat":37.4225,"lon":-122.08

3o0fl14
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5,"timezone":"America/Los_Angeles","isp":"Google LLC","org":"Google LLC","as":"AS1
5169 Google LLC","asname":"GOOGLE","reverse":"tzdelb-bg-in-f14.1e100.net", "mobil
e":false, "proxy":false, "hosting":true, "query":"142.250.193.14"}

URLhaus (Malware Check)

(request failed or timed out)

= Wayback Machine

{"url": "google.com", "archived_snapshots": {}}

€ ThreatCrowd

(request failed or timed out)

J Google Safe Browsing

HTTP Status: 200
Reachable: yes

“1 Sile Structure Summary
TOTAL PAGES CRAWLED IN SITEMAP
INTERNAL LINKS EXTERNAL LINKS WAYBACK URLS
oz
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0

DIRECTORIES

+& Crawled Pages (2)

https://google.com/
https://www.google.com/

@ HackerTarget Links (1)

(request failed or timed out)

€ Module 1: WHOIS & Domain Registration

v whois full

Ve

Domain Name: GOOGLE.COM
Registry Domain ID: 2138514_DOMAIN_COM-VRSN
Registrar WHOIS Server: whois.markmonitor.com
Registrar URL: http://www.markmonitor.com
Updated Date: 2019-09-09T15:39:04Z
Creation Date: 1997-09-15T04:00:00Z
Registry Expiry Date: 2028-09-14T04:00:00Z
Registrar: MarkMonitor Inc.
Registrar IANA ID: 292
Registrar Abuse Contact Email: abusecomplaints@markmonitor.com
Registrar Abuse Contact Phone: +1.2086851750

ted

\__hibited

Domain Status: clientDeleteProhibited https://icann.org/epp#clientDeleteProhibi

Domain Status: clientTransferProhibited https://icann.org/epp#clientTransferPro

v whois registrar

Ve

Registrar WHOIS Server: whois.markmonitor.com
Registrar URL: http://www.markmonitor.com
Registrar: MarkMonitor Inc.
eug Registrar IANA ID: 292
Registrar Abuse Contact Email: abusecomplaints@markmonitor.com
Registrar Abuse Contact Phone: +1.2086851750

50f14
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registrar's sponsorship of the domain name registration in the registry is
registrar. Users may consult the sponsoring registrar's Whois database to
view the registrar's reported date of expiration for this registration.

unsolicited, commercial advertising or solicitations via e-mail, telephone,

v dig a aaaa

142.250.193.14
2404:6800:4002:827::200e

v dig ns
~
nsl.google.com.
ns3.google.com.
ns2.google.com.
ns4.google.com.
J
v dig mx txt soa
N
10 smtp.google.com.
-— TXT —-
"globalsign-smime-dv=CDYX+XFHUw2wml6/Gb8+59BsH31KzUr6c112BPvgKX8="
"google-site-verification=TV9-DBe4R80X4vOM4U_bd_J9cp0IMOnikftOjAgjmsQ"
"apple-domain-verification=30afIBcvSuDV2PLX"
"v=spfl include:_spf.google.com ~all"
"MS=E4A68B9AB2BB9670BCE15412F62916164C0B20BB"
"docusign=1b0a6754-49b1-4db5-8540-d2c12664b289"
"onetrust-domain-verification=6d685f1d41a%94696ad7ef771f68993e0"
"google-site-verification=wD8N7i1JTNTkezJ49swvWW48F8_9xveREV40B-0Hf50"
"cisco-ci-domain-verification=47c38bc8c4b74b7233e9053220clbbe76bcclcd33c7acf7acd36
cd6ab5332004b"
"google-site-verification=4ibFUgB-wXLQ_S7vsXVomSTVamuOXBiVAzpR5IZ87D0"
"onetrust-domain-verification=0d477fe608074e6f9cl12bca7826035cc"
"facebook-domain-verification= il kQabBbxswb36t1ds4h95" J
v host
e N
google.com has address 142.250.193.14
google.com has IPv6 address 2404:6800:4002:827::200e
google.com mail is handled by 10 smtp.google.com.
google.com has no CNAME record
\ J
v nslookup
Server: 8.8.8.8 ‘
.-idress: 8.8.8.8#53

Non-authoritative answer: ‘
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Name: google.com
Address: 142.250.193.14
Name: google.com

Address: 2404:6800:4002:827::200e

--— Cloudflare --—-
Server: 1.1.1.1
Address: 1.1.1.1#53

Non-authoritative answer:

https://llmadvocates.com/vuln-scanner

/- Module 2: DNS Deep Analysis

% Module 3: Subdomain Discovery

v crtsh

Ve

[{"issuer_ca_id":12254,"issuer_name":"C=NL, 0=DigiNotar, CN=DigiNotar Public CA 20
25, emailAddress=info@diginotar.nl","common_name":"*.google.com", "name_value":"adm
in@google.com\n*.google.com","id":3144337544,"entry_timestamp":"2020-07-26T13:26:2
1.356","not_before":"2011-07-10T19:06:30", "not_after":"2013-07-09T19:06:30", "seria
1_number":"05e2eb6a4cd09eab54d665b075fe22a256", "result_count":2},{"issuer_ca_i
d":4,"issuer_name":"C=US, 0=Google Inc, CN=Google Internet Authority","common_nam
e":"«.mail.google.com", "name_value":"*.docs.google.com\n*.mail.google.com\n*.plu
s.google.com\n*.sites.google.com\n*.talkgadget.google.com","id":2381394777,"entry_
timestamp":"2020-01-27T702:30:30.549", "not_before":"2011-07-13T05:53:39", "not_afte
r":"2012-07-13T06:03:39", "serial_number":"3e554a12000300002c7f", "result_count":6},
{"issuer_ca_id":4,"issuer_name":"C=US, 0=Google Inc, CN=Google Internet Authorit
y","common_name":"%.mail.google.com", "name_value":"*.docs.google.com\n*.mail.googl
e.com\n*.sites.google.com\n*.talkgadget.google.com","id":2380986199, "entry_timesta
mp":"2020-01-26T23:50:55.189", "not_before":"2011-02-16T00:27:50", "not_after":"201

-02-16T00:37:50", "serial number":"é67ea 00030000228d". "re ount": "

« Module 4: Network & IP Intelligence

v ping

Vs

PING google.com (142.250.193.14) 56(84) bytes of data.

-—— google.com ping statistics --—-
4 packets transmitted, 0 received, 100% packet loss, time 3086ms

L ALE
v __aceroute
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timeout: failed to run command 'traceroute': No such file or directory

v hping3

timeout: failed to run command 'hping3': No such file or directory

v arping

Not on local network

v l1bd

timeout: failed to run command 'lbd': No such file or directory

v nc http

4 B

HTTP/1.1 301 Moved Permanently

Location: http://www.google.com/

Content-Type: text/html; charset=UTF-8

Content-Security-Policy-Report-0Only: object-src 'none';base-uri 'self';script-src
'nonce--S5KS8Sg0i3n0ORQjcmSCNQ"' 'strict-dynamic' 'report-sample' 'unsafe-eval' 'uns
afe-inline' https: http:;report-uri https://csp.withgoogle.com/csp/gws/other-hp
Date: Tue, 05 May 2026 15:50:18 GMT

Expires: Thu, 04 Jun 2026 15:50:18 GMT

Cache-Control: public, max-age=2592000

Server: gws

Content-Length: 219

X-XSS-Protection: 0

X-Frame-0Options: SAMEORIGIN

¥ Module 5: Port Scan & Service Detection

v nmap main

timeout: failed to run command 'nmap': No such file or directory

€ Module 6: Web Technology Fingerprint

\ mp headers
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HTTP/2 301

location: https://www.google.com/

content-type: text/html; charset=UTF-8

content-security-policy-report-only: object-src 'none';base-uri 'self';script-src
'nonce-JTFk2bPn2pnhv9TgZlwmUw' 'strict-dynamic' 'report-sample' 'unsafe-eval' 'uns
afe-inline' https: http:;report-uri https://csp.withgoogle.com/csp/gws/other-hp
date: Tue, 05 May 2026 15:50:25 GMT

expires: Thu, 04 Jun 2026 15:50:25 GMT

cache-control: public, max-age=2592000

server: gws

content-length: 220

X-Xxss-protection: 0

x-frame-options: SAMEORIGIN

alt-svc: h3=":443"; ma=2592000,h3-29=":443"; ma=2592000

v security headers raw

Ve

content-security-policy-report-only: object-src 'none';base-uri 'self';script-src
'nonce-CcFTH7hVpuopnROqvWYfBg' 'strict-dynamic' 'report-sample' 'unsafe-eval' 'uns
afe-inline' https: http:;report-uri https://csp.withgoogle.com/csp/gws/other-hp
X-xss-protection: 0

x-frame-options: SAMEORIGIN

v robots txt

N

<HTML><HEAD><meta http-equiv="content-type" content="text/html;charset=utf-8">
<TITLE>301 Moved</TITLE></HEAD><BODY>

<H1>301 Moved</H1>

The document has moved

<A HREF="https://www.google.com/robots.txt">here</A>.

</BODY></HTML>

-

v cookies server

< server: gws

+ Module 7: SSL/TLS Certificate Analysis

v cert info

Ve

Serial Number:
Signature Algorithm: sha256WithRSAEncryption
[ L Issuer: C = US, 0 = Google Trust Services, CN = WR2
Not Before: Apr 8 05:17:21 2026 GMT
Not After : Jul 1 05:17:20 2026 GMT
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Subject: CN = *.google.com
DNS:*.google.com, DNS:*.appengine.google.com, DNS:*.bdn.dev, DN
S:%.origin-test.bdn.dev, DNS:*.cloud.google.com, DNS:*.crowdsource.google.com, DNS
:x.datacompute.google.com, DNS:*.google.ca, DNS:*.google.cl, DNS:*.google.co.in, D
NS:*.google.co.jp, DNS:*.google.co.uk, DNS:*.google.com.ar, DNS:*.google.com.au, D
NS:*.google.com.br, DNS:*.google.com.co, DNS:*.google.com.mx, DNS:*.google.com.tr,
DNS:x.google.com.vn, DNS:x.google.de, DNS:*.google.es, DNS:*.google.fr, DNS:*.goog
le.hu, DNS:*.google.it, DNS:*.google.nl, DNS:*.google.pl, DNS:*.google.pt, DNS:*.g
oogleapis.cn, DNS:*.gstatic.cn, DNS:x.gstatic-cn.com, DNS:googlecnapps.cn, DNS:*.g

G

v chain protocol

N
depth=2 C = US, 0 = Google Trust Services LLC, CN = GTS Root R1
depth=1 C = US, 0 = Google Trust Services, CN = WR2
depth=0 CN = *.google.com
subject=CN = *.google.com
New, TLSv1.3, Cipher is TLS_AES_256_GCM_SHA384
Verify return code: 0 (ok)
J
v crtsh
(request failed or timed out)
Module 8: Directory & Endpoint Enumeration
v wfuzz
timeout: failed to run command 'wfuzz': No such file or directory
v endpoint probe
s B\

/.env > HTTP 404

/.git/config > HTTP 404
/wp-login.php > HTTP 404
/admin/login > HTTP 404

/api/vl > HTTP 404

/graphql > HTTP 404
/.well-known/security.txt > HTTP 301
/favicon.ico » HTTP 301

exzodule 9: Vulnerability Scanning

v nmap vulners
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timeout: failed to run command 'nmap': No such file or directory

J Module 10: Threat Intelligence

v shodan

{"cpes":["cpe:/a:google:web_server"],"hostnames":["tzdelb-bg-in-f14.1e100.net"],"1i
p":"142.250.193.14","ports":[80],"tags":[],"vulns":[]}

v ipinfo
N
{
"ip": "142.250.193.14",
"hostname": "tzdelb-bg-in-f14.1e100.net",
"city": "Delhi",
"region": "Delhi",
"country": "IN",
"loc": "28.6519,77.2315",
"org": "AS15169 Google LLC",
"postal": "110001",
"timezone": "Asia/Kolkata",
"readme": "https://ipinfo.io/missingauth"
¥
J
v ipapi
e N
{"status":"success","continent":"North America","country":"United States","regionN
ame":"California","city":"Mountain View","zip":"94043","lat":37.4225,"lon":-122.08
5,"timezone":"America/Los_Angeles","isp":"Google LLC","org":"Google LLC","as":"AS1
5169 Google LLC","asname":"GOOGLE","reverse":"tzdelb-bg-in-f14.1el100.net", "mobil
e":false, "proxy":false, "hosting":true, "query":"142.250.193.14"}
N\ Y,
v urlhaus
(request failed or timed out)
v wayback

{"url": "google.com", "archived_snapshots": {}}

" gmglatcrowd
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(request failed or timed out)

v google safe

HTTP Status: 200
Reachable: yes

£/ Module 11: Email & Metadata OSINT

v spf dkim dmarc

N
--- SPF —-—-
"v=spfl include:_spf.google.com ~all"
--- DMARC -—-
"v=DMARC1; p=reject; rua=mailto:mailauth-reports@google.com"
--— DKIM (default) ---
J
v whois history
(request failed or timed out)
%1 Module 12: Content Analysis
v wget spider
- N
--2026-05-05 21:21:08-- https://google.com/
Resolving google.com (google.com) ... 142.250.193.14, 2404:6800:4002:827::200e
HTTP request sent, awaiting response... 301 Moved Permanently
Location: https://www.google.com/ [following]
--2026-05-05 21:21:08-- https://www.google.com/
HTTP request sent, awaiting response... 200 0K
--2026-05-05 21:21:08-- https://www.google.com/
HTTP request sent, awaiting response... 200 0K
Found no broken 1links.
N J

v meta tags

<meta http-equiv="content-type" content="text/html;charset=utf-8">
L ALY

v _page title
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<TITLE>301 Moved</TITLE>

v external resources

HREF="https: //www.google.com/"

=] Module 13: Reverse & Passive DNS

v ptr

tzdelb-bg-in-f14.1e100.net.

v hackertarget reverse

(request failed or timed out)

v hackertarget headers

(request failed or timed out)

%1 Module 14: Site Structure & Page Discovery

v crawled urls

https://google.com/
https://www.google.com/

v hackertarget links

(request failed or timed out)

v summary

Ve

"total_unique_pages": 3, ‘
"crawled_pages": 2,
8= 'sitemap_pages": 1,
"internal_links": 1,
"external_links": 1, ‘
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"wayback_pages": 1,
"unique_directories": 0,
"directory_list": []

}
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